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Context & Motivation
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Museums operate under legal, ethical, and preservation
responsibilities
Artifact care, authenticity, and inspections are continuous
obligations
Visitor access must remain meaningful even without guides
Most digital systems focus on content, not institutional
accountability

“Museums are regulated cultural institutions, not just exhibition spaces.”
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Governance processes are rarely modeled digitally

Artifact maintenance and authenticity tracking are fragmented

Institutional roles are protected by generic security models

Visitor access depends heavily on guide availability

There is no single authoritative backend for museums
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The API acts as the single authoritative source for museum data and

rules

Governance processes (inspections, maintenance, certifications) are

modeled explicitly

Security mechanisms reflect institutional responsibility, not generic

access levels

Client applications display data, but governance rules are enforced

exclusively by the API

“DOCENT is a backend-first REST API that models museums as regulated institutions.”
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Architecture

REST API as the single source of institutional truth

Layered backend: routing, business logic, data access

Centralized validation, permissions, and workflows

Relational database for integrity and traceability

Client applications as read-only decision consumers

Interaction Domain
Client Applications 

- Public Web Frontend
- Admin Interface 
- Future Mobile Apps

Authority Domain
Request validation
Role enforcement
Workflow orchestration

HTTPS / REST

Governance Domain
Institutional Logic

Museums & Cities 
Artifacts & Collections
Inspections & Certifications
Maintenance & Authenticity
Guide Scheduling

Security Domain 
IIdentity & Trust 

RBAC 
JWT
OTP (Email/SMS)
Contextual Artifact Verification
(CAV)
Optional TOTP

ORM / SQL

Persistence Domain
PostgreSQL Database 

Core entities
Governance records
Security logs
 Soft-deleted history 

Supporting Infrastructure
External Services (non-authoritative)

SMTP (OTP delivery)
Maps / Geocoding (OSM)
Routing (OSRM)
Future AI / Analytics

Containerization & Environment
Docker / Docker Compose
Env variables
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Data Model: Governance-Oriented Relational Schema

Figure: Database Structure 
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API Design



Louey Dridi - Junior IT/BA DOCENT API - RESTful API Project January 2026

TUNIS BUSINESS SCHOOL
UNIVERSITY OF TUNIS

API Design



Louey Dridi - Junior IT/BA DOCENT API - RESTful API Project January 2026

TUNIS BUSINESS SCHOOL
UNIVERSITY OF TUNIS

API Design



Louey Dridi - Junior IT/BA DOCENT API - RESTful API Project January 2026

TUNIS BUSINESS SCHOOL
UNIVERSITY OF TUNIS

API Design



Louey Dridi - Junior IT/BA DOCENT API - RESTful API Project January 2026

TUNIS BUSINESS SCHOOL
UNIVERSITY OF TUNIS

API Design



Louey Dridi - Junior IT/BA DOCENT API - RESTful API Project January 2026

TUNIS BUSINESS SCHOOL
UNIVERSITY OF TUNIS

Role-Based Access Control (visitor, guide, museum admin, platform admin)

Stateless authentication using JWT

OTP verification for public and professional users

Admins may enroll a device-based authenticator

Adds a second factor after successful CAV

Strengthens security without replacing contextual verification

Contextual Artifact Verification (CAV) for administrators

Admins must answer a question about an artifact from their museum

Verifies institutional knowledge, not just credentials

Attempts are time-limited and audited

Audit logging for security-sensitive actions

Security Architecture
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Backend & API

Technologies Stack

Python 3.11

Flask

Flask-RESTX (REST structure + OpenAPI/Swagger)

SQLAlchemy (ORM)

Database
PostgreSQL

Security
JWT (JSON Web Tokens)

bcrypt (password hashing)

OTP (email-based verification)

TOTP (optional, admin-only)

Infrastructure & DevOps
Docker

Docker Compose

Environment variables for configuration

External & Supporting Services
SMTP (Gmail) for OTP delivery

OpenStreetMap / Nominatim (geocoding)

OSRM (routing)

Testing & Documentation
Swagger UI (OpenAPI)

Insomnia

Github Copilot LLM model: Claude 4.5 OPUS
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Limitations & Future Work

Advanced analytics and reporting are not implemented

AI-assisted features are designed but not active

Geolocation is limited to basic coordinates and routing support

3D models and VR museum experiences are not implemented

Automated testing is limited to manual verification

Advanced analytics on visits, artifacts, and ticket categories

AI-assisted artifact explanations and natural-language search

Extended geolocation (indoor routing, accessibility paths)

3D models and immersive VR/AR museum experiences

Enhancing the security flow with Biometric measures for Admins

Frontend consumption already implemented
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Conclusion

In Summary 

Museums are modeled as accountable institutions, not data catalogs

Governance, preservation, and oversight are embedded into the API design

Security is contextual and proportional to institutional responsibility

The backend remains authoritative while supporting diverse client applications
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Conclusion

Thank You 
for your attention!
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Appendix

Figure: PostgreSQL Database Structure 
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Appendix

Figure: Development Structure 
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Appendix

Figure: Front-End Development
Structure 
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Appendix

Figures: Front-End UI



Figures: CAV & MFA



Figures: Admin UI


