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Context & Motivation

 Museums operate under legal, ethical, and preservation
responsibilities

o Artitact care, authenticity, and inspections are continuous
obligations

* Visitor access must remain meaningful even without guides

e Most digital systems focus on content, not institutional

accountability

‘Museums are regulated cultural institutions, Not just exhibition SPACES.”  TuNsBusess soiooL
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Problem Statement

e Governance processes are rarely modeled digitally

e Artifact maintenance and authenticity tracking are fragmented

e Institutional roles are protected by generic security models
e Visitor access depends heavily on guide availability

e There is no single authoritative backend for museums

) \)

/
\
)
\
' )
N )

-

l\.\\ //.L’

A
~—~
\\-

—

\

7

TUNIS BUSINESS SCHOOL
UNIVERSITY OF TUNIS

Louey Dridi - Junior IT/BA

DOCENT API - RESTful API Project

January 2026



DOCENT Vision

"DOCENT is a backend-first REST API that models museums as regulated institutions.”

e The APl acts as the single authoritative source tor museum data and

rules

e Governance processes (inspections, maintenance, certifications) are

modeled explicitly

e Security mechanisms reflect institutional responsibility, not generic

access levels

e Client applications display data, but governance rules are enforced

exclusively by the API
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Architecture

Interaction Domain

Client Applications

- Public Web Frontend
- Admin Interface
- Future Mobile Apps

HTTPS / REST

e REST API as the single source of institutional truth

Layered backend: routing, business logic, data access

Centralized validation, permissions, and workflows

Relational database for integrity and traceability

e Client applications as read-only decision consumers

e Request validation

e Role enforcement
e \Workflow orchestration

Authority Domain Governance Domain Security Domain

Institutional Logic lldentity & Trust
e Museums & Cities RBAC
Artifacts & Collections JWT
Inspections & Certifications OTP (Email/SMS)
Maintenance & Authenticity Contextual Artifact Verification
Guide Scheduling (OVA\Y))

Optional TOTP

Supporting Infrastructure oRM /5L

External Services (hon-authoritative)
e SMTP (OTP delivery)
e Maps/Geocoding (OSM)
e Routing (OSRM)
e Future Al /Analytics

Persistence Domain

PostgreSQL Database
e Core entities

e Governance records

e Security logs
e Soft-deleted history

Containerization & Environment

e Docker / Docker Compose

e Env variables
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Data Model: Governance-Oriented Relational Schema

City

o id : UUID
name : String
region : String

contains

R

Museum

oid : UUID
name : String
type : String
address : String
latitude : Float
longitude : Float

initiates

2

CAVChallenge

o id : UUID

signature type : String
expires_at : DateTime
attempts : Integer
is_verified : Boolean

User

oid: UUID

email : String
password_hash : String
role : Role

is_active : Boolean

2

AuditLog

oid: UUID

entity name : String
entity id : UUID
action : 5tring

timestamp : DateTime

GuideProfile

oid: UUID

specialization : String
languages : 5tring

is_active : Boolean

conducts

Artifact >0 o GuidedSession

bR TicketPricing

name : String

category : 5tring oid : UUID

origin : String category : 5tring

acquisition year : Integer price : Decimal

condition_status : String I ———

is_active : Boolean

has

ol

Inspection ' MuseumCertification o id : UUID

group_name : String
group_size : Integer
session_date : Date
start_time : Time

end time : Time

ticket category : 5tring

o id : UUID o id : UUID
inspection_date : Date iso_code : String
result : String issued date : Date
remarks : Text expiry _date : Date

: : A / \
ArtifactMaintenance AuthenticityCheck "// \\\'
oid: UUID oid: UUID Y/ \/
maintenance_date : Date — e e \/ \/
condition_after : String checked at -?:late \l. \/
notes : Text ket ittt N I'//

- E—
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API Design

DOCENT API @

Core Domains Users User man
« Cities & geogr:

+ Artifacts & conservation
= Ticketing & faimess — R i H P e — e
. Euen!*gengagemenl / cities ci graphic management and dis
» Gul igital mediation enable: m

5, authenticity & 1SO compliance

trust, transpa rency’, and eultural s

museums Museums management, dis
Ticketing
Users Use ] orm adminis
Guides cul ion management endpoints
cities ci
Governa nce In ons, authenticity checks, and |
CAV Contextual Artifact Verification - Domain-aware admin authentication

Authentication Role-

EVEnts nt mana

/ \
News Museumn management operations "// \\"
\/ \/
\/ \/
I \/
N\
-\ /=
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API Design

U Sers User management endpoints for platform administrators

‘m Jusers Handle C( preflight request

fusers List all users (platform admin only)

m /users/{user_id} Delete a user (platform admin only)
‘ m fusers/{user_id} Handle CORS preflight request

Jusers/{user_id}/role Update a user's role (platiorm admin only)

‘ m Jusers/{user_id}/role Handle CORS preflight request

museums Museums management, discovery, and operations
/museums Create museum (admin only)
/museums List active museums with search, filter, and pagination
Cities Cities geographic management and discovery m /museums/{museum_id} Delete museum - soft delete only (platform admin only)
S = S : . /museums/{museum_id} Update museum (admin only)
Jcities Create a nev platform admin only)

/museums/{museum_id} Get a specific museum
Jcities List all active cities

m /cities/{city_id} Delete city - soft delete only (platform admin only)
fcities/{city_id} Update city (platform admin only)

fcities/{city_id} Get a specific city

TUNIS BUSINESS SCHOOL
UNIVERSITY OF TUNIS
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API Design

ICKe |ng Ticket pricing, categories, and regional fairmess

/Ticketing/museums/{museum_id}/ticketing View ticket prices for a museum

GU Ides Elltoco ez 1B il CAV Contextual Artifact Verification - Domain-aware admin authentication

SE /guides List all guide profiles

JCAV/challenge Generate CAV challenge for admin authentication

- /guides/me/schedule Get guide's daily schedule | fCAV/verify Verify CAV challenge answer

- /guides/me/sessions Getguide's sessions

Authentication Role-adaptive authentication operations

/guides/sessions Creale/assign a guided session (Admin only) | POST | fauth/login Role-adaptive login

POST | fauth/otp/verify Verify OTP code for visitors and guides

= fguides/sessions List all guided sessions (Admin only)

I POST ‘ [auth/register Register a new user

E /guides/sessions/{session_id} Cancel a guided session (Admin only)

POST ‘ fauth/totp/setup Generate TOTP secret and QR code for admin (after CAV verification)
/guides/sessions/{session_id} Update a guided session (Admin only)

l POST | /auth/totp/verify Verify TOTP code from Google Authenticator

Governance Inspections, authenticity checks, and 1ISO compliance. Trust layer of DOCENT.

/Governance/certifications/{museum_id} View ISO certifications for a museum (public)
/Governance/inspections Record a museum inspection (platform admin only)

/Governance/inspections Listall inspection records (public)

TUNIS BUSINESS SCHOOL
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API Design

Events Event management operations

‘ | Jevents Create a new event (admin only)

‘m /fevents Handle CORS preflight request

Jevents List all events with optional filters

‘ m /events/{event_id} Delete an event (admin only)

/events/{event_id} Update an event (admin only)

‘ ol g)lel -l /events/{event_id} Handle CORS preflight request

/events/{event_id} Getevent details
News Museum news management operations

| /news Create a new news article (admin only)

(sl g1(el/-W /news Handle CORS preflight request

/news List all published news articles

m /news/{news_id} Delete a news article (admin only)

[news/{news_id} Update a news arlicle (admin only)

el g1l 0 /news/{news_id} Handle CORS preflight request

/news/{news_id} Getnews article details
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API Design

Events Event management operations

‘ | Jevents Create a new event (admin only)

‘m /fevents Handle CORS preflight request

Jevents List all events with optional filters

‘ m /events/{event_id} Delete an event (admin only)

/events/{event_id} Update an event (admin only)

‘ ol g)lel -l /events/{event_id} Handle CORS preflight request

/events/{event_id} Getevent details
News Museum news management operations

| /news Create a new news article (admin only)

(sl g1(el/-W /news Handle CORS preflight request

/news List all published news articles

m /news/{news_id} Delete a news article (admin only)

[news/{news_id} Update a news arlicle (admin only)

el g1l 0 /news/{news_id} Handle CORS preflight request

/news/{news_id} Getnews article details
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Security Architecture

ole-Based Access Control (visitor, guide, museum admin, platform admin)

Stateless authentication using
veritication for public and professional users
e Admins may enroll a device-based authenticator
e Adds a second factor after successtul CAV

e Strengthens security without replacing contextual verification

ontextual Artitact Veritication ( ) for administrators

e Admins must answer a question about an artifact from their museum

o [ . . . . . / \

e Verities institutional knowledge, not just credentials [ m N
\/‘ \/
\'y \/

. . . \A 4

e Attempts are time-limited and audited RN
TUNIS BUSINESS SCHOOL

. . . o e . UNIVERSITY OF TUNIS

Audit logging for security-sensitive actions
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Technologies Stack

Backend & API
e Python 3.11
 Flask
e Flask-RESTX (REST structure + OpenAPIl/Swagger)
e SQLAlchemy (ORM)

Database External & Supporting Services
e PostgreSQL e SMTP (Gmail) for OTP delivery
Security e OpenStreetMap / Nominatim (geocoding)

o JWT (JSON Web Tokens)

o OSRM (routing)
* berypt (password hashing)

Testing & Documentation
e Swagger Ul (OpenAPI)

e |[nsomnia

e OTP (email-based veritication)

o TOTP (optional, admin-only)

Infrastructure & DevOps
e Docker e Github Copilot LLM model: Claude 4.5 OPUS

\)

\‘ \\\\I
|
—_— \l‘ \ /
\'y \/
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e Docker Compose

X

-

e Environment variables for contfiguration
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Limitations & Future Work

e Advanced analytics and reporting are not implemented

o Al-assisted features are designed but not active

e Geolocation is limited to basic coordinates and routing support
e 3D models and VR museum experiences are not implemented

e Automated testing is limited to manual veritication

———————————————————————————————————————————— “Frontend Consumption a|ready imp|emented
(@5 e Advanced analytics on visits, artitacts, and ticket categories
e Al-assisted artifact explanations and natural-language search
e Extended geolocation (indoor routing, accessibility paths)
7 \
\/ \/
. . . \/ \/
e 3D models and immersive VR/AR museum experiences \, n W
N
o EnhGnCing 'l'he Securi'l'y HOW W|'|'h Biometric measures 'For Admins TUNIS BUSINESS SCHOOL

UNIVERSITY OF TUNIS
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Conclusion

In Summary

e Museums are modeled as accountable institutions, not data catalogs

e Governance, preservation, and oversight are embedded into the APl design

e Security is contextual and proportional to institutional responsibility

e The backend remains authoritative while supporting diverse client applications

TUNIS BUSINESS SCHOOL
UNIVERSITY OF TUNIS
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Conclusion

Thank You
for your attention!
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Appendix

+ @ Tables (22)
v = Servers (1)

W PostgresQL 18 » @ admin_totp_setup
« 8 Databases (2) » @@ artifact_maintenance
v B8 docent_db » B artifacts
> B Casts » @ audit_logs
00
> % Catalogs > [ authenticity_checks
> Event Triggers )
S ;Emnsions > @ cav_audit_logs
> ‘ Foreign Data Wrappers > . cav_challenges
> &% Languages » [ cities
> @& Publications > @@ digital_content
o %@
% Schemas (1) s B events
v € public _ _ )
> [y Aggregates > & guide_profiles Figure: PostgreSQL Database Structure
s Al Collations > @ guide_schedules
> #a Domains » W@ guided_sessions
> [l FTS Configurations > @B inspections
» It FTS Dictionaries > Bl login_otp
» Aa FTS Parsers
> W FTS Templates > @ museum_certifications
> W Foreign Tables > @ museum_news Y \
\/ \J
> 18 Functions > @ museums u :;
- . [ Y
> B Materialized Views s BE restricted_areas \\.\\ ) d’
Operat : - S\ /=
> W Operators > @R ticket_pricing - /s
e s BB users TUNIS BUSINESS SCHOOL
» 1.3 Sequences UNIVERSITY OF TUNIS
+ Il Tables (22) > [ visitor_rules




Appendix

@ requirements.txt

W0 0~ h LN B W M e

[~ T = T = T Sy =
S (R TR O (Y S Ry N Y Y |

You, last week | 1 author (You)
Flask==3.0.0

Flask-SQLAlchemy
psycopg2-binary
python-dotenv
Flask-JWT-Extended
Flask-Bcrypt
flask-restx==1.3.2
werkzeug==3.1.4
requests
gunicorn==21.2.0
Flask-CORS
pyotp==2.9.6
qrcode[pil]==7.4.2
Pillow==12.1.0
Flask-Mail==0.9.1
cryptography==41.0.7

v DOCENT-Rest... [3 B3 U &

> [0 wvenv
v = app

R . T Y Y Y " "

™ __pycache__
[ artifacts

7 auth

[ cav

[ cities

2 common
[ content

[ events

[0 geolocation
3 governance
[ guides

(& models

3 museums
2 news

[ rules

Ca services

[ ticketing
(O users

e _init__py
@ api.py

@ extensions.py
L routes.py

.dockerignore

env

env.example
.gitignore
docker-compose.yml
docker-start.psi
docker-start.sh
Dockerfile

migrate_auth_enhancemen...

README.md

requirements.bxt

run.py

Figure: Development Structure

DOCENT API - RESTful API Project
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Appendix

v [ docent-ui > E_{‘l- services
v [ docent-ui v 5
@ SIC
» % node_modules 7 St}I'IES

v % components

> 5 public 1
P > 03 hooks > % utils
v L% src ﬁ -
i ]
> e api v 3 pages App.jsx
v (7 auth S { } index.css
{} Auth.css > O Artifacts 5
% AuthFlow.jsx > 3 Events g
{ } CcAvChallenge.css > O Governance *ﬂ' env.local
% CAVChallenge.jsx > [0 Guide .
. _ ¢ _gitignore
¥ Login.jsx > [ Guides R t JS
& OTPInput,jsx > [ Museums <> index.html eac
% RequireAuth.jsx 5 [ News

8 package-lock.json

% TOTPInput.jsx
% TOTPSetup.jsx

v L% components

&

AdminDashboard.jsx

(2 package.json

———
o

Governance.css

% Governance.jsx " vite.mnﬁg -j5

» % shared
{} Home.css
{ } Card.css )
_ # Home.jsx i \
%0 Card.jsx . : \V \\"
(} Navbarcss  MuseumDetails jsx Figure: Front-End Development v Y
. { } Register.css N )/
L= A i ‘\
& Navbarjsx P Structure S\
{ } Pagination.css gister.)sx PR
& i TUNIS BUSINESS SCHOOL
@ Pagination.jsx & TOTPSetupPage.jsx UNIVERSITY OF TUNIS

% TOTPVerifyPage.isx




Appendix

DOCENT [y [y e More ¥ | Login | Register DOCENT Museums  Artifacts More ¥ | DOCENT Home  Museums  Arifacts Mare ¥

Select... Select...

Guided Tour: Seerets of Roman Mosaies: A Journey
Hadrumetum Through Time

Special exhil

y restored

lezarn traditional Tunisian potte ¥ Mo 5 from recent excavations
. techniques.
- v g - .. . m -
1111 ., ® Falima Benali Ahmed Mejri Leila Trabelsi §
Speclalization: Roman History, Mosaic Art Specialization: Punic Civilization, Specialization: antine Art, Late R | il
. . al pntiquity L )
Museums Artifacts Localions S
Ital Lan
Browse and discover museums around the Explore curated collections of historical Find museums near you with int g
waorld with detailed informati and cultural artifacts geolocation features
Prafile
Family Sunday: Discover An Islamic Calligraphy Masterclass Night at the Muscum: Carthazge
DOCENT Home  Museums  Artifacts More ¥ | Login | Register _ P —
— DOCENT Home  Museums  Artifacts More ¥ Login | Register DOCENT Home  Museums  Artifacts Mare ¥ Login Register

Artifacts Museums

i Q Q Select... v E

1t Security Measures for Visitor Guidelines and Muoscum What to Expeet: Planning Your i 3 %
All visitors Etigquette Visit to El Jem

Impo

&*_

The El Jem Ar I Museum is

amphitheater. Average visit du

afé areas. Smoking is

designate: 2 hours. The museum has three flc Punic Stele Byzantine Lamp Roman Amphora
vited throughout the museum. with no elevator please plan accord ir'g ¥. s - = = 0
dran... Bardo Nalional Museum Carthage National Stax Archaeological
. W Unkmown museum i Unknown museum W Unknown museum ® ' \Illﬁl_'lllll Museum
- - ( : . 1 v know [
[ Detalls Famous for Roman mosaics.

Punic and Romar Regional history museum,...

Figures: Front-End U/
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DOCENT Home  Museums  Asifacis More ¥ | Login ] | Reglster

DOCEN']

Create Account

DOCENT Home  Museums  Artifacts Mare ¥ Lagin Register

i

DOCENT

Figures: CAV & MFA

Home  Museums  Artifacts Mare ¥ Register . -
DOCENI i | . DOCENT Home Museums Artifacts More ¥ Login | Register

& DOCENT
Security Verification
e ———— Sctup Google Authenticator

- - - o Install Google Authenticator
Ulysses and the Sirens Mosaic

@ scanthis OR code Enter Authenticator
Code

‘ 000000O0 \

Your Answer

e Or enter this code manually




DOCENT

Ancient Pottery Workshop for
Kids
Hands-on workshop where children can

learn traditional Tunisian pottery
techniques.

Home Museums Artifacts

Guided Tour: Seerets of
Hadrumetum

Expert-led tour exploring the Roman and
Byzantine history of Sousse.

More ¥ PLATFORM_ADMIN l Logout |

+ Add Event

Select... v

Roman Mosaics: A Journcey
Through Time

Special exhibition featuring newly restored
mosaics from recent excavations.

Create New Museum

Add a new museum to the collection

Description

Select... v Establi

Description

Creale New Musecum

Add a new museum to the collection

Select Type

Art Museum

History Museum
Science Museum
Natural History Museum

Archaeclogical Museum

Cultural Museum

Military Museum

Maritime Museum

L View Details Edit
- ) Other
=D

Family Sunday: Discover Ancient Islamic Calligraphy Masterclass Night at the Muscum: Carthage - Cancel Create Museum

DOCENT Home

Doc ENT Home Museums Artifacts Maore ¥ Admin

Museums Artifacts More ¥ Admin [ Logout |

Manage users, roles, and system access

Guided Sessions

Manage guide assignments and schedules

+ Assign Sess

@ All Roles -
Total Users Filtered
Date Time Guide Museum Group Size Category Status Actions
EMAIL ROLE REGISTERED ACTIONS
T test@docent.local Dec 30, 2025 Visitor ~
Mo sessions found. Create your first session above.
DOCENT Home  Museums  Astifacts More ¥ Admin [ N newadmin@docent.local Dec 31, 2025 Visitor ~
—v. Admin Dashboard
- Manage museums and artifacts D dridilouey67@gmail.com Jan 4, 2026 Visitor .
= i ]
D demo.visitor@docent.local Jan 4, 2026 Visitor w
Jan 5, 2026 Visitor Delete

2 2

Fatima Benali

x test@example.com

Leila Trabelsi

Ahmed Mejri

thon: Punic Civikzation,

Recenl Museums
o musaums found

Figures: Admin Ul

Recenl Artifactls
o artifacts found



